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Self-Assessment of Security Requirements for hosting controlled access data 
(New project or renewal)
PROJECT NAME:

PROJECT ID:

LABORATORY / DEPARTMENT:
PRINCIPAL INVESTIGATOR:
NAME OF PERSON COMPLETING THIS FORM:
DATE: 

SOURCE OF DATA:
Full Name and email of all personnel who will be accessing controlled access data:
-

-

-

-
Note: All personnel accessing controlled access data are required to complete Rockefeller University’s Data Security Training. Infosec will enroll all personnel in the required training and/or verify that named personnel have already completed the training. Anyone needing training will receive a separate email with the link to and instructions how to take the training. The data access request will only be processed after all personnel have successfully completed the training.
Computer(s) hosting controlled access data:
Best practices for handling controlled access data revolve around a single, central workstation or server hosting the data set. However, this policy applies both to any servers hosting and processing controlled access data, as well as to individual computers that are used for these purposes. It is important to note that computers that are merely used to access a controlled access data processing environment—such as a Macintosh using SSH to access the HPC—are NOT considered “computers hosting controlled access data”, provided no controlled access data is ever saved or downloaded onto them in the process of analysis. 
1) Will you be hosting your controlled access data on Rockefeller’s High-Performance Compute (HPC) cluster? If so, it is not necessary to answer questions 3, 5, 6, 7, 8, 9, and 10 below. Alternately, what is the computer’s hostname? 
2) Is this computer supported by the Rockefeller University’s Information Technology Department under a facilities management agreement? (If so answer “yes” to this question) If not, list the name of the lab’s systems administrator responsible for managing and supporting this computer: 
3) Are there user accounts on this computer that are used by external personnel that are NOT listed on the Data Access Request (DAR) for this project, or under the direct supervision of the PI? If so, please list the names and institutions of the personnel associated with these accounts (please be aware that these personnel must obtain controlled access data authorization via their own institution): 
4) As set forth in Rockefeller University’s Passphrase Policy-- http://it.rockefeller.edu/passphrase#policy  --passwords must be a minimum of 16 characters in length. What are the technical configuration settings defining password strength rules for the accounts on this computer? 
5) Is a password-enabled screen saver that activates after at least 15 minutes of inactivity set up on this computer?
6) What is the building and room number in which the computer(s) is/are located? 
7) Is this computer physically secured against theft (i.e. locks, secure cabinets etc.)?
8)  What auditing and access control mechanisms are in place to determine who can access the room (i.e., badge reader, video recording, keys, access logs etc.)?















9)  Can the computer(s) be accessed remotely? Which program is used (Remote Desktop, SSH, VPN, etc.)?
10) Do you intend to create backups of the controlled access data?  How will you create these backups?  How will these backups be secured? Rockefeller University recommends the use of the university’s subscription to “Crashplan” for this purpose. 
Laptop Computers hosting controlled access data / Multiple Computer Use: 
Please be aware that Rockefeller University requires the use of hard-drive encryption on all laptop computers purchased using University or Federal funds as a matter of policy. The University’s policy is in-line with the best practices for handling controlled access data. Please ensure that the laptops in your lab that will be used for the hosting and analysis of controlled access data are in compliance with this policy. 
Controlled access data on Portable Media:
Best practices for handling controlled access data includes encryption of controlled access data on portable devices, such as CDs, DVDs, thumb drives, and portable USB drives. The Rockefeller University recommends the use of Box@RU for the sharing of sensitive data when necessary, which should mitigate the need to use portable media to transmit data. Before using BOX@RU make sure you have reviewed the tutorials at http://it.rockefeller.edu/box to make sure you share data with appropriate permissions.
11) Are there any plans to transport whole or partial controlled access data sets on portable media?
12) If the answer to question #12 is yes, how will the portable media be encrypted (IronKey, Bitlocker etc.)?
Controlled access data in Hard Copy: 
13) In conducting and communicating your research, will you need to create hard copies or printouts of partial or complete controlled access data sets? 

14) If the answer to question #13 is yes, how will these hard copies be tracked and secured?

15) If the answer to question #13 is yes, how will these hard copies be destroyed when they are no longer needed?

Data Management of controlled access data: 
16) Describe in detail the mechanisms you will be using to track any whole and partial copies of the controlled access dataset.  How is this logged?  Who reviews the log?  
Please be aware that it is the responsibility of the PI to inform the Office of Sponsored Programs and the Information Technology Department if there are any changes to the information provided on this self-assessment. 
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